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Introduction

This document provides an overview of the Merchant Management System (MMS), including
existing features, features currently under development, and planned enhancements, together
with their current status and estimated delivery timelines.

The system is designed to manage and operate payment terminals in a centralized manner. It
supports the management of terminals, merchants, and companies, and allows administrators
to configure and deploy data to terminals efficiently.

Key capabilities of the system include terminal configuration, application and firmware
deployment, template-based setup, and centralized control of terminal-related data. The system
also supports role-based access control, allowing users to be assigned permissions based on
company, role, and organizational responsibilities.

This document is intended for project stakeholders and business users to gain a high-level
understanding of the system’s capabilities and current delivery status. Detailed technical
specifications and implementation details are out of scope for this document.
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System Overview

The Merchant Management System (MMS) is a centralized platform used to manage payment
terminals across multiple companies and merchants.

The system enables administrators to register, configure, and maintain terminals, as well as
manage merchant and company structures. It allows operational data and configurations to be
prepared centrally and deployed to terminals in a controlled and consistent manner.

At a high level, the system supports:

e Terminal lifecycle management, including setup, configuration, and maintenance

e Company and merchant management with hierarchical relationships

e Centralized deployment of applications, firmware, and configuration templates to
terminals

e Role-based access control, allowing user permissions to be defined by company and job
role

The system is accessed through a web-based interface and is intended for administrators and
operational users responsible for terminal operations and system configuration.

At the time of this document, the system includes core terminal and user management
capabilities, with additional features being actively developed and enhanced.
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Feature Overview

This section provides a high-level overview of system features with brief descriptions and
reference images. Each feature includes its current status and, where applicable, estimated
delivery timelines.

1. Login & User Authentication

Description
Allows users to securely access the system using admin-provided credentials. The login
process includes email/password authentication, OTP verification via email, and
company/merchant selection based on the user’s assigned permissions. Access to system
functions is restricted according to the user’s role and company scope.

Key Capabilities
e Authenticate users using admin-provided credentials
o Verify user identity through OTP email verification
e Support access to multiple companies and merchants based on assigned permissions
e Enforce role-based access control across system features

Status: Completed

Reference Images:

MERCHANT MANAGER SYSTEM
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Py & Ond passwend 1o
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2. App Manager
2.1. Manage Apps

Description
Provides centralized management of applications used on terminals, allowing
administrators to create applications and upload multiple APK versions. The system
automatically reads and displays application metadata to support version control and
deployment management.

Key Capabilities
¢ Create and manage applications within the system
¢ Upload and manage multiple APK versions per application
¢ Automatically extract and display application metadata, including:
Package name
Application name
Version and build number
Application icon

o O O O

Status: Completed

Reference Images:
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3

» Pockage Name

comacrsingleapp certification

» Version Status

UAT

+ Description

New version for testing

31/03/2026 312 AM Drop file here or Browsa fia

Supported format: txt. md, pat, doc

2.2. Assign Applications

Description

Allows administrators to assign specific applications and application versions to companies or
company groups. Based on the assigned app version, administrators can create and manage
base templates to define standardized configuration settings that are applied consistently
across merchants and terminals.
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Base templates act as dynamic configuration models, enabling flexible setup of system
behavior, security, and functional modules without being constrained by fixed layouts. These
configurations can be reused, activated, or adjusted as needed, and are propagated to
merchants and devices within the assigned scope.

Key Capabilities

Assign applications and specific app versions to companies or company groups
Create and manage base templates derived from assigned app versions

Configure company-level settings such as system setup, security, modules, and
operational parameters

Support dynamic template structures that adapt to application requirements

Apply base templates globally to merchants and automatically propagate settings to
associated terminals

Enable activation, deactivation, and version control of base templates

Status: Completed

Reference Images:

& Administrator Admin  *
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3. Cloud Security
3.1. Cloud Security Template

Description

Allows administrators to define reusable permission templates that represent roles within a
company, such as managers or operators. Each template specifies what actions users can
perform in the cloud system and which devices they are allowed to manage. These templates
can be applied to multiple users at once, ensuring consistent access control without
configuring permissions individually for each user.

Key Capabilities
e Create role-based permission templates at the company or group level
e Define allowed actions across cloud modules and system functions
e Restrict or grant access to specific devices within the assigned scope
e Simplify user onboarding and permission management through reusable templates

Status: Completed
Reference Images:
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Assign Device Access - Device Registry %

No Devices Selected Q () Cleoran 57 Fiter
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1780034888 I7BO03ABER x A820 Highlands Coffes Assigned

1852001844 1862001844 4820 PRO Highlands Coffee assigned

10 itarns Shawing 110 of 14

3.2. Assign Cloud Security - Restrict Access

Description

Allows administrators to assign company- or group-specific security templates to users,
enabling consistent and role-based access control across the system. Assigned users
automatically inherit all permissions defined in the selected security template upon login.

Key Capabilities
e Assign security templates to users within a selected company or group
e Apply predefined role-based permissions across cloud modules and device
management
e Support bulk user assignment to simplify access management
e Automatically enforce template permissions when users access the system

Status: Completed

Reference Images:
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4. Stakeholders (Person, Company, Merchant...)
4.1. Person

Description

Provides centralized management of system users, allowing administrators to create, update,
and maintain user accounts within the cloud system. Person Management supports user
information management, access control, and account security across companies and
assigned device scopes.

Key Capabilities
e Create, edit, and delete user (person) accounts
e Manage user profile information such as name, email, and account status
e Lock and unlock user accounts to control system access
e Configure user access settings, including roles and security templates
e Manage user authentication settings, including password configuration
e View user activity details such as last login information
e Monitor operational scope, including the number of devices managed by each user

Status: Completed

Reference Images:

Person Details .
« Administrator Admin

B i l g I l l
e

MMS Document Page 16 of 57



MERCHANT MANAGER SYSTEM

MMJ> jUmpster

MMS Security Access - Administrator Admin .
" & Administrator Admin

Access Security et

Security Dashboard w Al

Admin

ator Access

orson °
MMS Login 1D MMS Password Feature Access Code
- I | |
Mon Tue Wed Thur Ffi  Sat Sun
Access Activation
Activote Dote / Time Deactivate Date / Time Suspend Access D—

Activate Logon Data

18
'sex | 24Device
%
Activats Logon Time Failed
16 Device
Device Manager
Audit Log
Global Settings
8%
] logout so
Trar ns
56%
b2 2
Transactions
Refunds
18 1o .

Collapse

Person Details .
« Administrator Admin

Peranito NS Access onboarding Detols e

55 App Manager
Partner Fleet Q  Merchonts Q  tocation Q  Location Areas Q
A

el e Merchant Device Q security Access Level Q

Device Security Access
Audit Log -
Use Defoult Ac

Global Settings

Device Login 1D Device Passcode

logout

Dev

Feature Access Code

Use Defoult Access

e coopse

MMS Document Page 17 of 57



Mw; jiﬁoﬁ%ps’rg rt

-
Mw b MMS Access Management a Q David Smith

Home / Stakeholder / Person Management / MMS Access Mana Administrat

Dashboard

oo
0o

Person Info MMS Access Device Access Onboarding Details Filter

83 App Manager

Companies Q Merchants Q MMS Access Level Q + = Security Strength Q + =
¢R Cloud Security
All Circle K Duty Manage
@ stakeholders
Highlands Coffee
— Person Fiserv Starbucks

MacDonalds Domino's Pizza
Company

Harris Farm
— Merchant

Charity

S Global Setting

€] Logout

4.2. Company

Description

Provides centralized management of companies within the system, allowing administrators to
create, maintain, and control organizational entities. Company Management defines the
organizational scope used for user access, security templates, and terminal operations.

Key Capabilities
e Create, update, and delete company records
e Manage company profile information such as name, contact details, and status
e Lock or unlock company accounts to control system access
e Assign users (persons) to companies to enable company-specific access

Status: Completed
Reference Images:

MMS Document Page 18 of 57



MJ>

MERCHANT MANAGER SYSTEM

. Project

jumpstaert

Com

Home [

pany Management

Stakeholder /| Company Mc

Company List

Merchant Name Status Users
ecurity a
cmomey  EUTONEL 6 1
@ stakeholders
. Fiserv 2 26
Person
i s ° *
Merchant
Worldline Global 2 5
Charity
Processor @ MCDonalds Active 8 8
Manager v EIEE  Haris Farms Active 7 16
10 v Showing 1-10 of 20
oliapse
Company Details

App Manager

Cloud Security

company Loge

Risk Score Ratin

Device Manager

Global Settings

logout

Collopse

Company Empioyees Company Devices S Access Onboarding Deatails

Company Number

« Company Name

ct Jumpstart

g

7 Filter
Ai shield Action

Trading Name.

oject Jumpstart

Name

David Smit|
Admir

SearchbyName X + Add Company
Companies Dashboard View All

A Companies ®Actve  Deactive

0 Mon Tue Wed Thur Fri  Sat Sun

A Devices

50 Devices

24Device:

Failed
16 Device:

Transactions

)
“ 50 Transaction
faig lined
24Tran
o Refunds
16 Transactior

* Q Administrator Admin

Edit
Company Dashboard

View A

Dov

400
0 Device:
ralled
0 Dev:

100%

Transactions

18

sction

Alsnieid

MMS Document

Page 19 of 57



MERCHANT MANAGER SYSTEM

MMJ> jUmpstart

ciy

None

Streot Type Street Name Street Number

Building Number Aportment/Sut o

Delivery instructions

Cancel

Company Details > » @ o
Janoge mpany Dato Z | Administrator Admin
Eremine ) [ [
Company Employees Q= ce ceil Aiscore
ung Phar & +8488832440 [ dungphom@ugotechs.cor o ox

MMS Document Page 20 of 57



MW jUmpstart

MERCHANT MANAGER SYSTEM

Company Details .
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4.3. Merchant

Description

Provides centralized management of merchants within the system, enabling administrators to
maintain merchant profiles, control account status, and monitor operational performance.
Merchant Management serves as the primary layer for organizing terminals, users, and
merchant-level configurations.
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Key Capabilities
e View and manage a centralized list of merchants
e (Create, update, and maintain merchant profiles
e Activate or deactivate merchant accounts
e Search and filter merchants by defined criteria
e View comprehensive merchant details and related entities
* Monitor operational metrics, including:
o Number of assigned devices
o Number of associated users
o Status of Al-enabled features
e Access visual insights and reports, such as:
o Merchant activity overview
o Device distribution
o Transaction statistics

Status: Completed
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4.4. Charities

Description

Provides centralized management of charity records that can be used as a global data source
for base templates. Charity configurations can be applied consistently across templates or
customized at the template level to support company-specific requirements.

Key Capabilities
e Manage a centralized list of charity records for reuse across base templates
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e Use global charity data directly within templates

e Override charity settings per template for company-specific customization
e Configure charity-related attributes, including:

Charity name and reference number

Charity images and advertising visuals

O

Donation amounts

O

O

Advertising enablement

Status: Completed

Reference Images:

Charities . F
& Administrator Admin  *

Pre-created Charity Amounts

Charity Amounts

4.5. Processors

Description

Provides centralized management of payment processor configurations that serve as a global
data source for base templates. Processor records and interfaces can be applied directly within
templates or overridden at the template level to support company-specific payment routing,
libraries, and device compatibility.

Key Capabilities
e Manage a centralized list of payment processor records for reuse across base
templates
e Configure processor identity and integration attributes, including:
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Processor name, system ID, and company name
Processor libraries and processor numbers

BIN tables for card routing

Processor logos and reference images

e Define and manage processor interface configurations, including network, software,

and terminal settings

Status: Completed

Reference Images:

2
§
§
H
[}

Processors
rosesors = e
Processor image
AAAAA
Processors

Processor System ID

+ Processor Name

Processor Library

ProcessorsXCR

= Q Administrator Admin

= Processor ID Number
Company Name

Bin Table

. 9 Administrator Admin

POSSoftVertum Termstandalone

MMS Document

Page 27 of 57



MW jUmpstart

MERCHANT MANAGER SYSTEM

5. Device Manager
5.1. Device Registry

Description

Provides a centralized registry for creating and maintaining device records within the system.
Devices are registered under specific owners and serve as the foundational inventory before
being assigned for operational deployment and management.

Key Capabilities
e Register and manage devices under designated owners or organizations
e Maintain core device information, including serial number, brand, and model
e Track registered devices prior to assignment and activation
e Enable subsequent assignment of devices to companies, groups, locations, or
merchants through Device Manager
e Support import devices using MAXSTORE APl or CSV files

Status: Completed
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Preview & Confirm Import

Total Rows Will import Wwill Skip

450 445 5

= Assign Imported Device

Devices will be automatically assign to Company and Group

Company Group

Worldline AUS Dev

5.2. Device Manager

Description

Provides centralized management of devices after registration, enabling administrators to
assign devices from the Device Registry to companies, groups, locations, or merchants. Device
Manager supports ongoing monitoring and management of assigned devices through a
structured and hierarchical view.

Key Capabilities
e Assign registered devices to companies, subsidiaries, groups, locations, or merchants
e Manage devices after assignment, including viewing and updating assigned device
information
e Navigate and select locations using a hierarchical location tree
e View and filter devices based on organizational hierarchy and assignment scope
e Support ongoing device monitoring and operational management within the assigned
context.
Status: Complete

Reference Images:
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Device Manager .
& Administrator Admin

v Merchant Location Filter Select Al

Region = country

it

= ey = subub = sububArea = tocation = locationArea =  Merchonts

Asia Pacific

Europe

> Linked Merchant Filter

Device List

Device Name N Merchant Brand/Model Created

2
8

Device Manager
& Administrator Admin

> Merchant Location Filter

v Linked Merchant Filter Select All

Region = country = state = oy = suburb = suburbAma = Location = (ocation Area = Merchants
Europe
Device Uist N + Select Devices
Device Name SN Merchant Brand/Model Created Status.

ahso @

5.2.1. Company Tree
Description
Provides a hierarchical structure for organizing companies, subsidiaries, and groups within
the system. The company tree defines organizational relationships that are used to manage
access, visibility, and device assignment in a structured and scalable manner.

Key Capabilities
e Assign registered devices to companies, subsidiaries, groups, locations, or
merchants
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e Manage devices after assignment, including viewing and updating assigned device
information

e Navigate and select locations using a hierarchical location tree

e View and filter devices based on organizational hierarchy and assignment scope

e Support ongoing device monitoring and operational management within the
assigned context

Status: Completed

Reference Images:

c = ) Sektor Merchant
Y Company Q Device Manager ] g e clorerchan

Admin

[y Euronet
93 pashboard

v Merchant Location Filter: Restaurant

[k Fiserv

CLOUD SETUP Region = Country = State Location Area = Merchants =

[l Till Payments city = Suburb = location

Africa Australia NSW Berry Bankstown Store 1 Section 1A Army Surplus
Worldline Global
America Indonesia NT Bowral Bondi Store 2 Section 1B Harry's Hobbies

F4 ap)

I [ worldiine UsA Asia Pacific New Zealand alp Eden Bronte Paddy’s Market  Section 24 Sally’s Homeware
Europe singapore SA Merimbula cBD store 4
— [ worldiine Aus
Middle East vic Newcastle Edgecliff Store 5
WA Sydney Newtown
Management — [ worldiine Pay AUS v
woollongong Parramatta
. £ Hotels
Device Manager
%2 Clubs

Setting

Device List S/ SN v SearchbySN X + Assign Device

— (<2 McDonalds
& | Logout
&] tog

Device Name SN Merchant Brand/Model Created Status
< Wholefeods
Counter Terminal 1 9876524637 Multi-Merchant PAX A920 Pro 8/1/2024 9:25 PM Online (5 mins)
— <2 Papa Johns
‘Counter Terminal 1 9876624637 Army Surplus PAX A920 Pro 8/1/2024 ©:25 PM offline (2 weeks)
fe] /.
¥ Vending Counter Terminal 1 9876524637 Multi-Merchant PAX A920 Pro 8/1/2024 9:25 M online (3 hours)
L < retail Counter Terminal 1 9876524637 Army Surplus PAX A920 Pro 8/1/2024 9:25 PM offiine (55 mins)
Counter Terminal 1 9876524637 Army Surplus PAX A920 Pro 8/1/2024 9:25 PM Online (24 days)
Next Gen Pay
Counter Terminal 1 9876524637 Army Surplus PAX A920 Pro 8/1/2024 9:25 PM Offline (7 hours)
= [E worldiine Eu
Counter Terminal 1 9876524637 Multi-Merchant PAX A920 Pro 8/1/2024 9:25 PM Online (5 mins)
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5.2.2. Location Tree
Description
Provides a hierarchical structure for organizing physical or logical locations within the
system. The location tree enables administrators to group devices by location, supporting
clear visibility, structured management, and location-based device operations.

Key Capabilities

e Create and manage hierarchical location structures

e Organize devices under defined locations and sub-locations

e Support device assignment and management based on location hierarchy

e Enable location-based visibility and filtering of devices

e Integrate with Device Manager for efficient device monitoring and operations

Status: In Progress (Merchant Location Filters)

Reference Images:

Device Manager 0

-
M w ’ Vv Company Q = g Sektor Merchant

Admin

[y Euronet

82 pashboard

v Merchant Location Filter: Restaurant

[y Fiserv

CLOUD SETUP Region = Country = State

5 city Suburb = location location Area = Merchants =
[Ey Till Payments

Africa Australia NSW Berry Bankstown Store 1 Section 1A Army Surplus
Worldline Global
America Indonesia NT Bowral Bondi Store 2 Section 1B Harry’s Hobbies

- [f] Worldiine USA Asia Pacific New Zealand ap Eden Bronte Paddy's Market  Section 2A sally's Homeware
Europe singapore SA Merimbula CBD Store 4
[ worldiine Aus ) )
Middle East vic Newcastle Eﬂgecl\'f Store 5
. WA Sydney Newtown
— [ worldiine Pay AUS
Woollongong Parramatta
< Hotels
—< Clubs

Device List %/ SN v SearchbySN X + Assign Device

{— < McDenalds

Device Name SN Merchant Brand/Model Created Status
< Wholefoods
Counter Terminal 1 9876524637 Multi-Merchant PAX A920 Pro 8/1/2024 9:25 PM Online (5 mins)
— <2 Papa Johns .
Counter Terminal 1 9876524637 Army Surplus PAX A820 PrO 8/1/2024 9:25 Pm offline (2 weeks)
< .
2 Vending Counter Terminal | 9876524637 Multi-Merchant PAX A920 Pro 8/1/2024 9:25 PM online (3 hours)
L < Retail Counter Terminal 1 9876524637 Army Surplus PAX AG20 Pro 8/1/2024 9:25 PM offline (55 mins)
Counter Terminal | 9876624637 Army Surplus PAX A920 Pro 8/1/2024 9:25 PM online (24 days)
[E Next Gen pay
Counter Terminal 1 9876524637 Army Surplus PAX A920 Pro 8/1/2024 9:25 PM offline (7 hours)
{— [ worldline EU
Counter Terminal 1 9876524637 Multi-Merchant PAX A920 Pro 8/1/2024 9:25 PM online (5 mins)
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MMJ> jUmpstart

Add Region

Name Report Name

Currency

Default Data None

Decimal Used 1000 Seperatpr

Language

Australia

Select Region

6 Items Selected () clear All 5/ Filter

B region

Asia Pacific

East Asia

Oceania

Southeast Asia

South Asia

Showing 1-5 of 20
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Add Location

Location System ID

Multi Merchant Location

Merchant Location Name

McDonald's Australia Q George Street McD

Zip/Post Code Street Type Street Name

None None None

Street Number Building Number Apartment/Suit No

0 ] 0

Floor Number

Contact Name Contact Number Contact Email Address

Sally McDonaldson +61404040404 sally.mcdonaldson@mcdonalds.com.au

canee! _

GEO Location & Fencing

G0 tocaten

GEO Fencing = Ssimpson
Desert

3 Regional
Circular Geofence Reserve

“Marla +Todmorden
«Welbourn Hill

VPN Ai Warning «©

“Wintinna
VPN Ai Block O o
Mount
Willoughby
Latitude

-338688
Kati
ongi Thanda Lake
i
e s
aringa +Anna Creek
151.2093 =rvation L

‘ark

oMabal Crask “William Creek,

Radius (Meters)

500

*Mcdouall Peak
ePammanunshh il *Stunrts Creek

Cancel
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GEO Location & Fencing

G0 tocaten

GEO Fencing RDesen |
egional

Reserve

Polygon Geofence S

«Welbourn Hill
VPN Ai Warning

=Arckaringa
VPN Ai Block

Point 1

-33.8688,151.2093 Kats
Thanda Lake
TalPark
_ National Pt
Point 2 e +Anna Creek
rvation

-33,8688, 151.2093 x »

=Mabel Creek
Point 3
-33.8688, 151.2093

-+ Add Point

g +Stuarts Creek
Commonwealth Hil S Stuarts Crees

GEO Location & Fencing

G0 tocaten

GEO Fencing IP Address/Range 1SP/Network Provider ASN (Autonomous System Number)

Polygon Geofence

Region/State
VPN Ai Warning

VPN Ai Block
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5.2.3. Device Setup
Description
Provides a centralized workspace for configuring and managing assigned devices. Device
Setup enables administrators to control applications, firmware, templates, and operational
settings, as well as monitor device status, history, and location.

Key Capabilities
e Dashboard: View an overview of device status, key information, and recent activities
e App & Firmware: Manage application and firmware versions applied to devices

e Update Tasks: Schedule and monitor application and firmware update tasks
e App Templates: Apply configuration templates to standardize device setup
e Geo Location: Track and manage device location information

e Backups: Manage device configuration backups and restore points

e Logs: View device activity and operational logs

e Settings: Configure device-specific operational and system settings

a. Dashboard
Status: Completed
Reference Images:

-
MW > Device Manager % Q John Butler
Device Management Mana . Admin

oo
00

Dashboard

Device - 0820034063 Ai Shield 18

Dashboard Apps & Firmware Update Tasks App Template Geo Location Backups Logs Settings
§3 App Manager

o : Device Location View Details Device Information > View Details
¢ Cloud Security
Device Name Serial Number Model =
() Stakeholders Counter TOP | 981298273913719 Pax A920 Pro
S @

%) Devices Manager \

TS 39.79% 19.00%

Storage

So% ol b

Hardware Manager

Device Logs \/ Operation logs Vv View More Update Tasks View More

e Resource Url Task Name Type Status Push Time

User: Kha Tran - IP: 17197.165.58 ot e et et e

2025/119 - 16:30:48 .
Worldline Pay App  Template 12/12/24 N:57 AM

Version: vQA 114 Upgrade

Create Temainal

User: Kha Tran - IP: 17.197.165.58 s R

2025/11/19 - 16:30:48 Worldline Pay App  template
Version: vQALL4 Upgrade

Resource Url
Failed 12/12/24 1:57 AM
Create Temainal

User: Kha Tran - IP:17197.165.58
2025/11/19 - 16:30:48

Resource Url

A Worldline Pay App  Template

12h2/24 167 AM
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. Project

jumpstaert

b. App & Firmware
Status: Completed
Reference Images:

Device Manager

Device Management / Device Manager

Device - 0820034063

Inst:
Installed Apps

#

Installed Firmware
Installed OS 1

Installed Cradies
2
3
4
5
6
0

View App Details

Version Code
1745287193

Package Name
comuxcrsingleapp.certification.mms

File Size
55.2M8

Min SDK
22

Download Time
12/12/25 1:57 AM

Doshioerd ot Toss

alled Apps

App Name

Linky App

Version: vQALL4

Nuvei Pay App
Version: vQA114

MMS Client
Version: vQA114

Vysor
Version: vQALL4

Launcher3
Version: vQA14

Webview
Version: vQA11.4

) OO0 0006

rv——

v showing -5 of 20

Version Nome
QA_13.0.9

Paydroid Authorization
32 Permissions

Target SOK Version
3

Installation Time
12/12/25 11:57 AM

Geo Location Backups
size Status
55.2MB App Store
552MB App Store
55.2MB App Store
56.2M8 Third Party
55.2M8 Systen
55.2M8 "

App Name

Linkly

Model

Pax A30 - Cradle

Description

Linkly

Release Notes

Enter Release Note

Update Time

12/12/24 157 AM

12/12/24 157 AM

12/12/24 157 AM

12/12/24 157 AM

12/12/24 157 AM

12/12/24 157 AM

Version Status

Beta

Q John Butler .
Admin t

Settings

L sort Y Filter

Installation Time Action

12/12/24 157 AM ® x
12/12/24 157 AM ® X
12/12/24 157 AM ® x
12/12/24 157 AM @ x
12/12/24 157 AM ® x
12/12/24 157 AM ® x
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c. Update Tasks
Status: Completed
Reference Images:

Device Manager Q John Butler
Device Management / Device Manager Admin
Device - 0820034063 I Activate
Dashboard Apps & Firmware Update Tasks Geo Location Backups Logs Settings
App Template 7 Filter 70 Operation History + New Task
App Template
Task Name Type Status Push Time Action
Tempiate
Linky App
App Template In Progres 12/12/24 1:57 AM x
Ll Version: vQA 114 PRSP e hal ®
Devices Manager
os
Nuvei Pay A
y PRIy ARP App Template Failed 12/12/24 1:57 AM o ® x
Version: vQA114
Cradles
MMS Client
App Templat Complotex 12/12/24 1:57 AM x
Version: vQA114 PP Template mprated hat ®
otidiine Pay App App Template Failed 12/12/24 W57 AM £ @ x

Version: vQA11l4

10 v showing1-5of 20 < . 5 >

Update Task

1

Create Task Template Active Task Processing Completed
12/12/25 1157 AM

App Name Version

Linkly QA_1309
App Name Version Name Flle Size Type
Linkly QA_13.0.9 55.2M8 Parameter App

Upgrade Time Developer
12/12/25 1:57 AM Project Jumpstart International

conee —
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Update Task

@ ;

Create Task Template Active Task Processing Completed
12/12/25 1157 AM 12/12/25 157 AM

Linkly Type: Update Time Package Name File Size
Version: QA_1.30.9 Parameter App 12/12/25 11:57 AM com.xcr.singleapp 55.2MB

Existing Templates Cat =
ook Al Q 5 Q Contactless Enabled Enabled

Template Name - 305002011226

Contactless Time Delay Enabled Disabled

Template Name - 305002011226
{~ POS Integration Protocol

Contactiess Time Delay
Template Name - 305002011227

[~ Test Mode
PIN Characters

t Operation Schedule

[~ Network Settings Terminal Serial Number SVBGNHGTX6

{— Card Reader Mode Active Access Date

Update Task

© S 3

Create Task Template Active Task Processing Completed
12/12/25 1157 AM 12/12/25 157 AM 12/12/25 157 AM

Linkly Type: Update Time Package Name File Size )
Version: QA_1.3.0.9 Parameter App 12/12/25 1:57 AM com.xcr.singleapp 55.2MB

Template selected: Wi-fi Only O Force Reboot «©
Template Name Do not update using the cellular network The device will reboot after update to apply changes
Linkly 305002011226

Last Modified
2025-02-1314:23:15 Update Immediately Scheduled Update [ @)

Modified By Will force an update Use scheduled date & time

admin@worldiine.com
Download Date Download Time Upgrade Date Upgrade Time
mm/dd/yyyy [ hh:mm mm/dd/yyyy [ hh:mm

Upgrade Type Retry Amount Time Zone

Update Type 3 (GMT+07:00) Indochina Time - Bangkok

View Details

it Fan e “
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Update Task

Create Task
12/12/25 1157 AM

Linkly
Version: QA_13.0.9

Execution Status

Step1
Start Update Task
12/12/25 1159 AM

Step 2

APK Download
12/12/25 11:59 AM

Step 3

Template Download
12/12/25 N:59 AM

Total Duration

Update Task

Create Task
12/12/25 1157 AM

Linkly
Version: QA_130.9

Updated tasks successful
App 12/12/25 1157 AM - Template 12/12/25 11.57 AM - Firmware 12/12/25 1157 AM

Update Bundle
Linkly.apk
QA_1309

[ uinkly Template 1

Template
12/12/25 1157 AM

Type:
Parameter App

® Active

Completed

Completed

00:021

Template
12/12/25 157 AM

Type:
Parameter App

Active Task
12/12/25 57 AM

Update Time
12/12/25 1:57 AM
Task Summary

| Wi-fi Only

Update Bundle
Linkly.apk
QA_1309

[E Linkly Template 1

Edit Task

Active Task
12/12/25 157 AM

Update Time
12/12/25 1:57 AM

4

Processing
12/12/25 157 AM

Completed

File Size
55.2mB

Package Name
com.xcr.singleapp

Force Update [<] Push Immediately @

= Step 3 - Processing +++++=+=+ >

SN: 0868324405

(©) Force Reboot

Cancel Task

Processing
12/12/25 157 AM

Completed
12/12/25 157 AM

File Size
55.2mB

Package Name
com.xcr.singleapp

SN: 0868324405

(o) Force Reboot
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d. App Template
Status: Completed
Reference Images:

Device Manager
" / pe

Dashboard Apps & Firmware
App Manager
App Name
Cloud Security
UNATTENDED SEK

Stakeholders

Existing Template
} Device Manager

Hordwo

Search Template History

Template Name

Template Name - 104001030128

Template Name - 302805030126

Template Name - 206405030126

Template Name - 480006030126

Template Name - 204602050126

New Template

53 Doshboard

Serial Number
84 App Manager
TILLIOD0000

) Stokeholders Now Templats,

Device Manager Morehcints
7-tleven
Amazon Go
Circle X
Hardware
Costco

83 Auditiog

Global Setup

&) Logout

Update Tasks App Template Geo Location Backups Logs settings

App Version

QA_13.35 (1784583018)

® surcharges

Contactiess énabled
Contactless Time Delay Encbled
Contactiess Time Dekay

PINCharacters

Terminal Serial Number
Active Access Date
Active Access Time
Terminal Service Datails
Da Active Date

Da Active Time
Terminal Install Date

Terminal Install Time

App Nome

ATTENDED PAX

Templote Name

Link to - System Standard Configuration - 202601080912

Template Description

This tempilate is linked to the System Standard Configuration.

it dynamically inherits all configuration changes from the parent
template.

When the System Standard Configuration is updated, this
template will automatically refiect those changes.

System B Payment Modes

H Administrator User

| schedule Upgrade | New Tempiate

Reboot Schedule

Charities & Merchants

o
F<
as7
SWBGNHGTXE
El
Administrator User
App Version
8ase Template Options
Template Selected v

Select a Tempilate - Copy or Uink

SYSTEM STANDARD CONFIGURATION

© View Details

2 S

MMS Document

Page 42 of 57



MJ>

MERCHANT MANAGER SYSTEM

. Project

jumpstaer

Audit Log

Globol Setup

] Logout

sliapse

e. Backups

Template Setup

Terminal Setup

Tempiote Name

Categorles Q

® sucharges
B Termina

& system

k

I~ (@ Receipt Option Setup.

T

Pos Integration Setup

T
v

Currency Setup

I > TestMode

[
v

Cloud POS Setup

2 payment Modes

Reboot Schedule

Charities

Status: Completed

Reference Images:

Dashboard

App Manager
C2 Cloud Security

) stakeholders

23 Device Manager

Device Registry

Hardware
Audit Log

Global Setup

=] Logout

j Collapse

System Setup

tsRandomPinPod

1sDisplayCardPresentAnimation

IsMainLauncher

AdvertisingZipFile

TermAndConditionFile

JarningThreshoidMB

Administrator User

Save Changes

[ Discord Changes

iDisplayCardiogos @

IsCancelTransPasswordRequirad

DefaultPayms

SettingPassword

Standalone

isshownitobiognosticResul @  croveteminaindvertising

tartwarninghin DefaultTransaction

3 None
RODOOKTImoHHMM

0000 IsPreviewReceiptshown [ @}

80 1sOtherPayDisabled @D ‘cgupioadinabied
£2 Merchonts
LogUploading MedioVolume
1 hour High
Device Setup (SN - TILLID00000) . x Administrator User
L M 1S / Sets (SN-T 0000) Adh
Device - TILLIO00000 Ai shield 15
Dashboard App & Firmware Update Task App Template Geo Location m Logs Settings
Success Rate Last Full Backup Total Stored Connection Uptime
96.15% - 2026-02-12 01:59:22 0.05GB = 100%
TIMESTAMP (UTC) FILE NAME PACKAGE NAME | VERSION SIZE CRC CHECK COMPLETED (UYC) STATUS
i
2026-02-12 0159:22 capturelogtxt comscssnglecpecaiicotion e 101M8 Verified 2026-02-12 015922 ® Succeed
inglt etifi
2026-02-12 015812 datajson comacrsingleoppcertficationmms Failed 2026-02-12 016812 ® Failed
2026-02-11 082216 capturslog.txt comesngedpREMicotonmme 101M8 Verified 2026-02-11 092216 ® Succeed
comuxcrsingleapp certificationmms
2026-02-11 081819 capturelog et 2 101 M8 Verified 2026-02-11 081819 ® Ssucceed
2026-02-11 025251 capturelog txt oo ingledppicerticationmme 101 M8 Verified 2026-02-11 025251 ® Succeed
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MMJ> jUmpstart

f. Logs
Status: Completed
Reference Images:

Device Setup (SN - TILLID00000)

{ Device Setup (SM - TILLIODOODO)

Administrator User

Device - TILLIOOOOOO Al shigld 15 Activate

Comboss  AppGfimwae  Upsowlo  dppTempicte  Geolocaion  Bockups sottings
Logs C Refresh

Log Files Selectalog file to view

Device Manager

Hardware
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g. Geo Location
Status: Completed
Reference Images:

Dashboard App & Firmware
App Manager

Location

Bellevue Plaza

Tracking Options

Device Manager

Option I: Local Tracking

Device Setup (SN - dc4e59d012565bba)

| Device Setup (SN - dc4e59d012565bba)

Stores data on device. Alerts MMS on
breach

Administrator Admin

Tracking Intervals & Retention
Inside Fence (Sec)

0

Retention Period

Tracking Data

Global Settings

Storage Location

4, Broach Bohaviour =

UpdotsTosk  App Templats backups  logs  Settings « actve
Location Area Merchant
specialist Rooms
GEO-Fence
=~ ¥ ThuanAnf Baenea |
] Option 2: Cloud Tracking + ) % . / :
Posts data continuous to MMS to store data -
J
J - TR
To. oo
Outside Fence (Sec) J »
60 o
1 b
3
- : 4
w LBy e o Sl S N
.msm«.,;,"/ﬂ:meu Trar w,:y/
¢ G
R Tl o ThoHea' S & =< T {,.’ ¢
N TN 10 T L \ Pt ioc N e
ke v0 R L g e M. A p
PR ! o1 o iy o

Records Stored

Card Reader

Current Position Boundary Status

1 Last Ping Distance

105 in / 605 out = -

& worcontacts <

GEO Loc

Tracking Roplay n & Foncing

Breach Behaviour

Block Device

Device Warning
Display visual worning on terminas screen.

Broadcast Device Warning
v o
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Cancet Request Batch Piaybock

Alert Contacts

‘Who has alerts

Dung Pham
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GEO Location & Fencing

[CSIERN GO Fencing

Latitude Tan Tht Hiép.

i
10.831694 E 5

Longitude
106.624301 LN
An Hi B3ng
Ay
kY

Thong Tay
HO

Phi Tho Hoa

GEO Location & Fencing

(SRS Geo Fencing

GEO Fencing

Circular & Polygon Geofence
VPN Al Warning
VPN Ai Block

v Circular Geofence
Latitude
10.8467

Longitude

106.599925
Radius (Meters)

3933

> Polygon Geofence
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h. Settings
Status: Completed
Reference Images:

-
M vi > Device Setup (SN - dc4e59d012565bba) © ®

stup (SN - dc4659d012

Administrator Admin

Dashboard

bonwooa  sppsriman  Upsmetos  approngow  ceoiocoion socen o0 [ ) [ isriacs S

Hardware Components Device Settings

GPS Location «©

Screen Brightness

Hardware

m,  Blustooth Device Volume
i

=, Ethernet
g
nobled system Language
) viethiam
=, Gravity Sensor
2]
notsied
Time zone
10 Card Reader adak (UTC-10)

Enabled

Sieep Timeout

PED MODE

Isalation Mode [EUSSTUS [ o)
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5.3. Hardware Management

Description

Provides a centralized management module for defining and maintaining hardware
specifications used within the system. Hardware Manager controls the master data of brands,
models, OS versions, and firmware versions, ensuring consistency and standardization across
all registered devices.

This module serves as the reference layer for device configuration. All devices created in the
Device Registry must align with hardware definitions maintained here.

Key Capabilities

e Brand: Create and manage supported hardware brands (e.g., Pax, Verifone, Ingenico).

e Model: Define and maintain device models under each brand.

e OS Version Control: Register and manage supported OS versions per model.

e Firmware Version: Maintain firmware versions associated with specific hardware
models.

e Cradle Firmware Version: Track and manage cradle firmware versions where
applicable.

Status: Completed
Reference Images:

-~
.M_wn Hardware Management o - H-‘ Administrator User

88 Dashboard

Brands Q+

Models Q+= 05 Version Q4+ = Firmware Version Q-+ = Cradles Firmware Version Q) + =
53 app Manager
v1.0.0 Cradles 11
Verifone A920PRO 101
Ingenico AT 102
5} Device Manager  ~ Castles Technology A800 m
gy Newland Payment Technology

Sunmi
nager

Hardware

82 Auditlog

{5 Globol Setup

€ togout
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6. Global Setup
6.1 Settings

Description

Provides centralized configuration options for managing system-wide and integration-related
settings. The Settings module allows administrators to control global behavior, integrations,
and core MMS configurations from a single location.

Key Capabilities

e MMS Configuration: Configure core system settings that control overall MMS behavior
and operational rules

e Integration Setup: Manage and configure integrations with external systems and
services

e Global Setup: Define global parameters

e File Cleanup Settings: Manage your file retention and automatic cleanup policies. (for
backups and logs file)

Status: Completed
Reference Images:

Settings

Administrator User

MS Configuration Integration Setup Globol Setup Edit

MM Configurations = This is the screen where you configure the necessary information for integrating.
° wil e API requests, for the purpase of retrieving data from the service.
tormn fadle You should press the Test Connection bution to ensure all is comect and is saving

Paxstore Hame APIURL

Storm ftsafe https://api.whatspos.com/p-market-apl

Enabled g Default A% Store
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jumpstaert

Settings

MMS Configuration Intsgrotion Setup Global Setup

@ Please ensure these credentials ore kept confidential.
f you reqy key, you may g

Sarver URL

flocalhost:5173/api

Logaut

Settings

MMS Configuration Integration Setup Global et

hboard

Manager
Global Setup Types = Vertion Status
Version Stotus
Name
BETA
PRODUCT
Global Setup
Settings AT
Industry
DEV

by clicking the Reset Key button obove.

Canfigure your extemnal system integration settings below. These credentials will be used to authenticate API requests to your extermal service,

Code

BETA

PRODUCT

DEV

Color

W #os2ar2

W #rromoe

W #ocaro0

W wrcosee

Administrator User .

Enabled
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Settings

S Configuration

P policies.

© Dstine how long fies shouid be retaned
it configuration changes ara ppiiod mmediotery

File Cleanup Settings

Enable

6.2 Timeouts

Description

b E Administrator Admin

Message | Logs

Provides centralized session timeout management to control user inactivity behavior across
the system. The Timeouts module enables administrators to define default idle session
durations, warning countdowns before automatic logout, and exception-based timeout

extensions for specific pages or modules. This helps improve platform security while

maintaining usability for operational workflows that require extended active sessions.

Key Capabilities

e Configure a global session idle policy for automatic logout after inactivity

e Define default idle timeout duration for all users and sessions

e Configure warning countdown duration before session expiration

e Display session activity timeline including active, warning, and logout states

e Manage Time Extension White List for specific modules or pages requiring longer

session duration

e Configure extended timeout values for selected routes or system functions (e.g., Audit

Log)

e Support centralized editing and maintenance of timeout configurations across the

platform

Status: Completed
Reference Images:
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MERCHANT MANAGER SYSTEM

Timeouts . F
& Administrator Admin  °

Global Settings Time Extension White List

Extenison List idle Extension Vs Default

6.3 Industry Categories

Description

Provides a standardized classification framework for defining industry types and industry
categories within the system. Industry Categories are used to consistently classify merchants,
enabling better organization, configuration, reporting, and industry-specific behavior across
the platform.

Key Capabilities
e Manage a centralized list of Industry Types (e.g., Retail, Hospitality, Restaurant, Hotel)
e Manage a centralized list of Industry Category (e.g., Cocktail Bar, Wine Bar, Fashion,
Hardware)

Status: Completed
Reference Images:
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. Project
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App Manager

ity

) stakehol

Industry Categories

Industry Type
Retai
Supermarket
Hospitality
Mote!

Restaurant

Hetel
cinema
Liquor
Club

Calée

Industry Categery

Cocktail Bar

Wine Bar

Fasion

Hardware

Accomodation

Steok Hause

Pizza

Fish & Chips

Coffes

ce Cream

Stora

Administrator User
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7.

Audit Log

Description

Provides centralized audit logging and activity tracking across the system. The Audit Log
module records user actions, configuration changes, system events, and operational activities
to ensure traceability, accountability, and security monitoring. It enables administrators to
review historical activities, monitor system usage, and support compliance and
troubleshooting processes.

Key Capabilities

e Capture and maintain detailed records of user and system activities

e Track configuration changes, updates, and operational actions performed within the
platform

e Record user information, IP address, accessed resource URL, and event timestamp for
each activity

e Provide separate views for Operation Logs and System Logs

e Enable filtering and searching of audit records for easier investigation and analysis

e Support export of audit log data for reporting, compliance, and external review
purposes

e Provide chronological tracking of activities to support troubleshooting and security
investigations

Status: Completed
Reference Images:
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Mv5 Audit Log s _— :
Audht Log ¥ ‘Administrator Admin -

systom g rotrosh | [ Export 7 Fier

Test Connection for MMS Configuration

Sk . Resource Urt fump 2026-05-22707:07:52
User: Administrotor Admin | IP:17218.08

o Test Connection for MMS C: IS, s 2026-05-2210707:52
User: Administrator Admin | P: 17219.08

ezt ‘Test Connection for MMS Ct
RosOUrCe Ut Jump- 2026-05-22706:5311
User: Administrotor Admin | 1P 17219.09
Auditiog
Update MMS Configuration
, Resource Urt i gl 2026-05-22106:5309
i ngs User: Administrator Admin | IP: 17219.0.9
ogout Copy Template For Termis
For Terminal Resource Urt jump- plcopy-temp 2026-05-21T0136:38
User; Administrotor Adrmin | P:17219.07
Update Base Template
O Resource rt jump- 2026-05-18T0123:42
User: Administrator Admin | P: 17219.07
“, Upsert Device Geo Location
) Posaurce trt jorve> ) y 2028-05- 147075842
User: Administrator Admin | 1P:17210.07
Upsert Device Geo Fence
Resource Urt Jump- / 2026-05-14107:58:42
User: Administrator Admin | IP:17219.0.7
@ Create Push Task
Rezource urt " pus 2026-05-14104023)
User: Administrator Admin | 1P:17219.0.7
Select Location item
Resource Urt jump- 2026-06-141011850
User: Administrator Admin |7 17219.07
Ohoms~ howng -0t 00 B: e

Audit Log Details

Title Update Device settings
sor Name Administrator Admin

Login Name

Action Time 2026-05-24T17:01:49

1P Address

HTTP Method

Response Status o Content

Resource URL

Request Body

“Type™: “application/json’,

‘Length’: 2418,

“Value*: {
“hardwareComponentlist” |

o7
“hardwareName’: ‘Magnetic Stripe Card’,
“iconType”: ‘magnetic_card’,
“status” "enabled’,
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8. Bulk Changes
8.1. Template Amendments

Description

The Template Amendments module provides centralized management for updating,
modifying, and applying configuration changes to device templates across the platform. It
enables administrators to create and manage amendment rules for device configurations,
application settings, transaction parameters, and operational behaviors in bulk. The module
supports structured amendment workflows, template version tracking, scheduled
deployment, and device-level monitoring to ensure consistent and controlled configuration
management across merchant environments.

Key Capabilities

e Capture and maintain detailed records of user and system activities

e Create, edit, activate, deactivate, and remove template amendment configurations

e Manage amendment rules for application parameters, transaction settings, fees,
limits, and device behaviors

e Apply bulk configuration changes to groups of devices or merchant environments
through centralized templates

e Support scheduled updates and controlled deployment of template amendments to
target devices

e Provide device filtering and saved filter options to simplify device selection and
amendment targeting

Status: Progress - EST (05/31/2026)

8.2. Base Template Assign
Status: Design Ul - EST (05/31/2026)
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